INDICE DE CYBERSECURITE

I zAMBIE

INDICATEURS GENERAUX DE
LA CYBERSECURITE

Population estimée

Classement au GCI 2020

Indice de Développement des
Nouvelles technologies

Classement a I'échelle des
nations (NCSI)

Développement de politique
de cybersécurité au niveau du
pays.

Indicateur d’évaluation :

Le gouvernement ou I'Etat dispose
d’un comité, d'un conseil, d’'un
groupe de travail,.etc. pour la
coordination de la politique de
cybersécurité au niveau national.

Analyse et information sur les
cybermenaces au sein du pays

Formation dans le domaine
de la cybersécurité : Licence,
Master ou Doctorat.

o

15.9 millions

10¢ en Afrique
73é au monde

o

25%

73é sur 160 pays

Q Oui
O Oui
® ouiaer%

Africa
Cybersecurity

PRECISIONS SUR
INDICATEURS

Rapport disponible sur
ITUINT

L'indice de développement des
technologies de I'information
et de la communication est

un indice synthétique publié
par I'Union internationale

des télécommunications des
Nations unies sur la base
d’indicateurs convenus au
niveau international.

Site officiel NCSI

National Cybersecurity Advisory
Coordinating Council (NCACC)

Zambia CIRT

» Information and
Communications University
- Bachelor of Information
Security and Computer
Forensics

» Mulungushi University - BSc
in Cybersecurity

» University of Zambia -
Master of Engineering
Information and
Communication Security



https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%202%20of%202021The%20Cyber%20Security%20and%20Cyber%20Crimes.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%202%20of%202021The%20Cyber%20Security%20and%20Cyber%20Crimes.pdf
https://ncsi.ega.ee/country/zm/
http://Information and Communications
University - Bachelor of
Information Security and Computer
Forensics
Mulungushi University - BSc in
Cybersecurity
University of Zambia - Master of
Engineering Information and
Communication Security
http://Information and Communications
University - Bachelor of
Information Security and Computer
Forensics
Mulungushi University - BSc in
Cybersecurity
University of Zambia - Master of
Engineering Information and
Communication Security
http://Information and Communications
University - Bachelor of
Information Security and Computer
Forensics
Mulungushi University - BSc in
Cybersecurity
University of Zambia - Master of
Engineering Information and
Communication Security
http://Information and Communications
University - Bachelor of
Information Security and Computer
Forensics
Mulungushi University - BSc in
Cybersecurity
University of Zambia - Master of
Engineering Information and
Communication Security
https://www.mu.ac.zm/index.php/lms/sset-category/ac-staff-sset/course/bachelor-of-science-in-cyber-security
https://www.mu.ac.zm/index.php/lms/sset-category/ac-staff-sset/course/bachelor-of-science-in-cyber-security
https://www.unza.zm/academics/postgraduate-programmes/master-of-engineering-information-and-communication-security
https://www.unza.zm/academics/postgraduate-programmes/master-of-engineering-information-and-communication-security
https://www.unza.zm/academics/postgraduate-programmes/master-of-engineering-information-and-communication-security
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Association couvrant la
thématique de la cybersécurité

Participation aux actions de
coopération internationale pour
la lutte contre le cybercrime -
Contribution

Existence et mise en place
d’outils pour la protection
des services numériques :
institutions et organismes
de suivi de I'application, de
protection des données

Existence d'un cadre légal
pour identifier les OIV du pays.

Autorité compétente pour
la supervision des actions
majeures de cybersécurité

Mécanismed'identification
numérique unique des citoyens

» Elément d'évaluation :

Le gouvernement fournit

un identifiant unique et
permanent a tous les citoyens,
résidents et personnes
morales.

» Régulation de l'identification
numérique.
» Horodatage réglementé.
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PRECISIONS SUR
INDICATEURS

» ISACA Lusaka Chapter

Le pays est membre du FIRST
et duITU-IMPACT

Zambia Information and

Communications Technology
Authority (ZICTA

»

Cyber Security and Cyber
Crimes Act, 2021

Zambia Information and
Communications Technology

authority (ZICTA)

Citizen Card under Article 24
of the Electronic Government
Act, 2021



http://Le pays est membre du FIRST et
du ITU-IMPACT
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/Status_ITU_IMPACT.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%202%20of%202021The%20Cyber%20Security%20and%20Cyber%20Crimes.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%202%20of%202021The%20Cyber%20Security%20and%20Cyber%20Crimes.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%202%20of%202021The%20Cyber%20Security%20and%20Cyber%20Crimes.pdf
https://engage.isaca.org/lusakachapter/home
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%202%20of%202021The%20Cyber%20Security%20and%20Cyber%20Crimes.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%202%20of%202021The%20Cyber%20Security%20and%20Cyber%20Crimes.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%202%20of%202021The%20Cyber%20Security%20and%20Cyber%20Crimes.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%202%20of%202021The%20Cyber%20Security%20and%20Cyber%20Crimes.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%202%20of%202021The%20Cyber%20Security%20and%20Cyber%20Crimes.pdf
http://
Citizen Card under Article 24 of the
Electronic Government Act, 2021
http://
Citizen Card under Article 24 of the
Electronic Government Act, 2021
http://
Citizen Card under Article 24 of the
Electronic Government Act, 2021
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Existence d'une loi sur la
protection des données et
acteurs

Existence d'un CERT ou CSIRT au
niveau du pays

Fonctionnement des services
de répression du cybercrime
au sein du pays

Participation aux exercices
internationales de gestion de
crises cyber

Lutte contre la cybercriminalité
Investigation Numérique

Sources : NCSI
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Données issues de I'évaluation du 22 Novembre 2021
e-Governance Academy - Tomoe Watashiba

Global Cybersecurity Index

PRECISIONS SUR
INDICATEURS

Data Protection Act, 2021
Office of the Data Protection

Commissioner, according to
Part Il of the Data Protection
Act

ZmCIRT

Police Zambienne

Part IX Cyber Crime of the

Cyber Security and Cyber
Crimes Act, 2021



https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%203%20The%20Data%20Protection%20Act%202021_0.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%203%20The%20Data%20Protection%20Act%202021_0.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%203%20The%20Data%20Protection%20Act%202021_0.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%203%20The%20Data%20Protection%20Act%202021_0.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%203%20The%20Data%20Protection%20Act%202021_0.pdf
http://www.cirt.zm
https://ncsi.ega.ee/ncsi-index/
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-PDF-E.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%202%20of%202021The%20Cyber%20Security%20and%20Cyber%20Crimes.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%202%20of%202021The%20Cyber%20Security%20and%20Cyber%20Crimes.pdf
https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%202%20of%202021The%20Cyber%20Security%20and%20Cyber%20Crimes.pdf
http://www.zambiapolice.gov.zm/index.php/2012-11-23-08-17-17/directorates/criminal-investigations/financial-investigation-and-interpol

